Exposing the “Patriot Front” Online Hate Group - An OSINT Analysis 
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In this brief analysis Dancho Danchev a DNS Threat Researcher at WhoisXML API will provide 
a brief OSINT analysis on the Internet-connected infrastructure of the recently busted online 
hate group known as “Patriot Front” and will offer additional insights into its Internet-connected 
infrastructure for the purpose of assisting U.S Law Enforcement on its way to track down and 
monitor and eventually prosecute members of the “Patriot Front” online hate group. 


Sample URLs known to have been involved in the campaign: 
hxxp://patriotfront.us 


hxxp://bloodandsoil.us 
hxxp://gigabitplexus.com 
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172.67.158.171 172.67.157.48 
188.114.99.128 172.67.158.216 104.21.6.186 


Sample personal email address accounts known to have been involved in the campaign: 


patriotfront@protonmail.com 
jakubzak43@gmail.com 


Sample responding IPs known to have been involved in the campaign include: 


hxxp://188.114.99.128 
hxxp://172.67.158.216 
hxxp://172.67.158.171 
hxxp://172.67.157.48 
hxxp://50.63.202.54 
hxxp://50.63.202.51 
hxxp://184.168.221.37 
hxxp://104.21.6.186 
hxxp://50.63.202.35 
hxxp://50.63.202.42 
hxxp://50.63.202.39 
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cb4e16a902aaadece7e8a0bace935/c... jakubzak43@gmail.com 
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bloodandsoil.us gigabitplexus.com 


We'll continue monitoring the campaign and post updates as soon as new developments take 
place. 


